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12... PERSONAL INFORMATION GHNERAT10N DEVICE 

A. ..REGISTER SIGNATURE AND PUBUC KEY 
14. . .AUTHENTICATION AUTHORITY 

B. ..SAVE SIGNATURE AND W^*™* nFV|CE 
13... PERSONAL INFORMATION STORAGE DEVICE 

C. ..MAKE INQUIRY ABOUT PUBLIC KEY 
□...SUPPLY PUBLIC KEY 

11. ..RE-WRITABLE MEDIUM 
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L.SIGNATURE WRITING SIDE 
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(57) Abstract: A false alteration prevention 
signature device comprises a feature extraction unit 
(33) thai extracts a feature value representing the 
feature of image data according to an instruction 
from an authenticator who has authenticated 
display data; an encryption/decryption unit (35) 
that encrypts the feature value using an encryption 
key a paired with an identifier to generate encrypted 
data, and decrypts the encrypted data inu) the 
feature value; a medium writing unit (34) that adds 
the identifier and the encrypted data to a re-writable 
medium; and a controller (37) that checks if the 
decrypted feature value matches the feature value 
extracted from image data generated by reading 
display data. 
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